
THE BITCOIN TRANSACTION 
NETWORK



BITCOIN IN A NUTSHELL



HISTORY

• Invented by Satoshi Nakamoto (person or group of person), 
started in 2009

• The protocol is still evolving, the official bitcoin core is a GitHub 
repository, controlled by 5-10 individuals, on which anyone can 
propose contributions
‣ Objectives: More efficient, faster, more secure, more anonymous,…

https://github.com/bitcoin/bitcoin

https://github.com/bitcoin/bitcoin


WHAT IS IT?

• A cryptocurrency

• A decentralized digital currency
‣ No central authority (no central bank or state issue or guarantee the currency)
‣ Cryptographic methods guarantee that no-one is cheating:

- Issuing their own coins
- Stealing coins
- Etc.



IMPORTANCE
Bitcoin was the first cryptocurrency and is still has by far the 

highest Market capitalization. (Value of all existing coins)



SOME NUMBERS
• Bitcoins in existence(market cap) > $300 Billions

‣  Samsung, intel, mastercard

• Transactions per day > 400,000 
‣ VISA: 150 million. 

• Median transaction fee = $0,7

• Total value sent per day(blockchain) > $1 Billion

• Trading volume per day > Between $0.5 - 5 Billion

• Median transaction value = $400

≈



DIGITAL LEDGER

• Bitcoin is based on a blockchain
‣ Every transaction is stored in a sequential database (chain), a digital ledger.

- Each new transaction is added at the end of the chain (in blocks)
- Anyone can read everything in this chain
- No-one can modify the older blocks in the chain
- Adding a new element to the chain requires to solve a cryptographic problem



TYPICAL RECORD
Transaction 
identifier

Transaction fee

Sum in input

Who is sending
(Bitcoin address)

Who is receiving
(Bitcoin addresses)

Amounts sent

Time of the transaction



BITCOIN ANONYMITY

• Anyone can see all transactions=>We can study in details 
aggregated statistics
‣ Evolutions of numbers, amount of transactions, fees, etc.

• So can we track user’s activity?
‣ Pseudonimity=>no way to link bitcoin address to identity
‣ Users can create multiple addresses easily
‣ Multiple addresses of a same person can sometimes be associated
‣ In practice:

- Large actors (companies, …) are not anonymous
- Individual users can hide what they are doing



BITCOIN MARKETS

• Bitcoin value in $ is fixed based on exchange markets
‣ Trading, much as any other currency
‣ Trade operations are usually not written in the blockchain, the bank virtually 

exchange between counts of its customers

• Transaction fees are decided based on another market
‣ Miners use computation power to solve cryptographic problems to include 

transactions in the blockchain
- They are paid by 1)newly created coins 2)transaction fee

‣ Anyone is free to propose any transaction fee
- Miners choose in priority transactions with higher fees



BITCOIN MARKETS

• What are bitcoin transactions?
‣ Mining
‣ Exchange between users? 
‣ Users buying services/products?
‣ Trading?

- No, not directly. Trading is done on exchange platforms and mostly handled internally
‣ Gambling?
‣ Exchange between “banks”, i.e., wallet managers?
‣ Money laundering?

• Detail is not known(yet)



BITCOIN TRANSACTION 
NETWORK ANALYSIS



BITCOIN
• In this class, we are not interested in:

‣ Cryptographic aspects
‣ How the blockchain works
‣ Governance of cryptocurrencies
‣ Smart contracts
‣ ICO
‣ Macro-level analysis (transaction fee evolution, market price, etc.)

• What we are interested in:
‣ Observing and understanding what is happening at the micro-level in one 

cryptocurrency (for this class, the largest one, Bitcoin) => Look under the 
hood !

‣ How what is happening at the micro-level can be connected to what we 
observe at the macro-level (crisis, price fluctuation, macro-indicators…)



BITCOIN - MACRO LEVEL



BITCOIN - MACRO LEVEL

https://www.blockchain.com/en/charts



BITCOIN - MACRO LEVEL

• This type of aggregated data is mostly identical to data you are 
used to in economy

• Can be studied with time series analysis (ARIMA, …)

• What is unique about Bitcoin:
‣ We have all data about all transactions done using a given currency
‣ We can use this information in relation with macro-level statistics 
‣ We can use it for new type of analysis



BITCOIN - DATA
• The data we use: Content of the bitcoin blockchain

‣ Seen as a simple list of transactions

Transaction From To Value

t0 @1 @2 5

t1 @1 @3 2

… … … …

• Bitcoin transactions are a little bit more complicated than that



BITCOIN - DATA
• You can explore it using tools such as a blockchain explorer

‣ E.g.: https://www.blockchain.com/explorer

https://www.blockchain.com/explorer


BITCOIN - DATA
• You can explore it using tools such as a blockchain explorer

‣ E.g.: https://www.blockchain.com/explorer

https://www.blockchain.com/explorer


UNDERSTANDING BITCOIN 
TRANSACTIONS

• Transactions are between m “inputs” and n “outputs”

• Each input (resp. output) is a pair (value,bitcoin address)

• inputs are necessarily outputs of previous transactions
‣ Unlocked by the private key of the payer
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UNDERSTANDING BITCOIN 
TRANSACTIONS

• A user possess a private key

• A user can generate public keys (bitcoin adresses)
‣ Instantaneously 
‣ At no cost
‣ As often as wanted

• Public key  lock that can be opened only by an associated 
private key

≈
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ILLUSTRATION
Tr 1

1BusVkYQvbbGbSDZNo5DfhrFeQdgK1Y1VY

Public keys of user U1 : 

2 btc2 btc
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ILLUSTRATION
Tr 1

2 btc2 btc

Tr 2

3 btc3 btc 1BusVkYQvbbGbSDZNo5DfhrFeQdgK1Y1VY

Public keys of user U1 : 

1QFdbGkhiCDFF45mBHgzWUdiqv55NJbd4u

23



ILLUSTRATION
Tr 1

2 btc2 btc

Tr 2

3 btc3 btc 1BusVkYQvbbGbSDZNo5DfhrFeQdgK1Y1VY

Public keys of user U1 : 

1QFdbGkhiCDFF45mBHgzWUdiqv55NJbd4u

Tr 3

4 btc4 btc

“Wallet” of U1:
• 9 btc
• Divided in 3 “output”
• Locked by 2 different public keys
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ILLUSTRATION
Payment of 8 btc to U2:

Payment

Change

Tr 4

Tr 1

2 btc2 btc

Tr 2

3 btc3 btc

Tr 3

4 btc4 btc

8 btc

1 btc
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ADDRESS NETWORK
• First network, node=Address

‣ Naive approach
‣ One address  one user!

• Node: bitcoin address (public key)

• Edge: input addresses to output addresses.

• Problem: most transactions have several inputs, several outputs
‣ Values ?

≠

1 btc3 btc

2 btc 4 btc

@1@1

@2

@3

@4

@3

@2 @4

? btc



ADDRESS NETWORK

‣ # Transactions: 490 441
‣ # Transaction outputs: 1 210 004 (avg. 2,46)
‣ # Transaction inputs 1 211 790 (avg. 2.47)
‣ # Addresses: 933 645
‣ # @->@ Edges: 3 014 350

• Very big, hard to interpret



ACTOR NETWORK
• Transactions between “actors” of the bitcoin ecosystem

‣ Individuals with their own private key (e.g., using BRD, Atomic Wallet, etc.)
‣ Companies/organisations with their own private key
‣ Exchanges (e.g., Binance, CoinBase, etc.)
‣ Mining Pool
‣ etc.

• An actor has one private key, but can have many public keys/
addresses

• How to retrieve addresses belonging to the same actor?



ACTOR NETWORK

Payment

Change

Tr 4

2 btc2 btc

Tr 2

3 btc3 btc

Tr 3

4 btc4 btc

8 btc

1 btc

 and   are inputs of the same transaction 
=> same actor



ACTOR NETWORK

• Actor identification: find all addresses of a same user
‣ Currently a research question…

• Heuristics (input):
‣ All addresses in input of a same transaction belongs to the same person



ACTOR NETWORK

T1

@2

@3

@2

@4

@2

@6

@2

@7

@8

@1

T2 T3 T4

@10

@11

T5

@1

@2

@3

@4

@6

@7

@8

@10

@11

Actor 1 Actor 2



ACTOR NETWORK

• Actor identification: find all addresses of a same user
‣ Currently a research question…

• Heuristics (input):
‣ All addresses in input of a same transaction belongs to the same person

• Heuristics (output):
‣ One of the addresses in output is probably a change address, thus an 

address of the same user as the one in input
‣ But which one ?



ACTOR NETWORK
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Payment of 8 btc to U2:

Payment

Change

Tr 4

Tr 1

2 btc2 btc

Tr 2

3 btc3 btc

Tr 3

4 btc4 btc

8 btc

1 btc

Same user



ACTOR NETWORK

• Heuristics (output):
‣ One of the addresses in output is probably a change address, thus an 

address of the same user as the one in input
‣ But which one ?

- Lower value ?
- Value with the same decimal as input?
- Learn which one using machine learning and examples ?
- …
- => A research question, not in the scope of this class.



ACTOR NETWORK

• Group of addresses => Anonymous actor
‣ Can we know who is this actor?
‣ It is enough to identify one address
‣ One transaction with a person/company => we know one of its addresses
‣ On the internet, many company/individuals provide their addresses.
‣ For some actors, we might infer their category 

- => Miners
- => Large transactions profiles VS low transaction profiles
- Has made transactions to identified money laundering services => suspicious
- Machine learning => Automatically recognize profiles, identify similar actors, …
- etc.



ACTOR NETWORK
List of actors addresses, for instance: https://

www.walletexplorer.com

https://www.walletexplorer.com
https://www.walletexplorer.com


OBTAINED NETWORK

1

Category  1
Category 2
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Identified nodes

2



OBTAINED NETWORK

1

Category  1
Category 2
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Identified nodes

2

1

Time

2



ACTOR NETWORK
• Example: 2 days (August 2&3 2016)

• Address network
‣ # Transactions: 490 441
‣ # Transaction outputs: 1 210 004 (avg. 2,46)
‣ # Transaction inputs 1 211 790 (avg. 2.47)
‣ # Addresses: 933 645
‣ # @->@ Edges: 3 014 350

• Actor network
‣ # Clusters: 456 012
‣ Largest clusters sizes: 20 023, 19 381, 17 244
‣ # Actor -> Actor Edges : 956 347


